Case Study 1

JOHNSON (ARCHER) 





1. You want to migrate members of Johnson.com/Help Desk to Archer.com. You are concerned about password security. Which action or actions should you take to migrate the accounts with minimal impact to security? (Choose all that apply.)



a. Use the User Migration wizard to clone the accounts. When prompted, choose Complex passwords.

b. Instruct users to log on to Archer.com and change their passwords.

c. Use the User Migration wizard to clone the accounts. When prompted, choose Same as user name.

(Weak security)

d. Distribute new user passwords individually in sealed envelopes.

(encrypted)

e. Use e-mail to send the appropriate entry from password.txt to each user.



Answer: A, B, D in order ADB 





2. You use ADMT to migrate all objects from Johnson.com to Archer.com. 

You must re-deploy the 3 W2K domain controllers in the Johnson forest.



Arrange tasks you should perform to achieve your goal.

Place the task you should perform first at the top of the list, and continue listing tasks in the order in

which you should perform them.



(You are required to maintain Prosware for the Secure Dev group)

The operations master is responsible for synchronising changes to all the other servers.

DC2 is mission critical ie required for business activities



a. Rename dc1.Johnson.com to dc3.Johnson.com (Schema master)

(Can only rename when in member server status)

b. Rename dc2.Johnson.com to dc4.Johnson.com (Cert Server)

c. Run DCPromo.exe on dc1.Johnson.com (Schema mstr)

d. Run DCPromo.exe on dc1.resource.Johnson.com (OP Master ¡Vto remove remove)

e. Run DCPromo.exe on dc2.Johnson.com (Cert Server)

f. Run DCPromo.exe on dc3.Johnson.com (old schema mstr)

g. Run DCPromo.exe on dc4.Johnson.com (Cert server)



ANSWER:

D (First to go, bottom of forest, master roles must be transferred) now member

E demote

B rename

C demote- need to create new tree, not advisable to have two trees with the same name on the same network, try it¡Knot fun)

G new root (now create a root)

A rename old DC1

F promote (2 DCs for fault tolerance, or to recreate previous structure)



(Certificate server in an enterprise environment requires a Domain controller to be installed as a enterprise root server.)



Was brave and gave this one a stab, I find it a little strange that the numbering used for the domain contollers almost indicated what numbers were available to use and hence the order of demotion, but DC2 needs to go down first as it is not the root)



3. As part of your preparation for disaster recovery, you make backups of certain domain controllers. Subsequently, the migration of computer accounts from resource.Johnson.com to Archer.com fails. What should you do to restore the original environment?



a. Perform an authoritative restore of dc1.Johnson.com

b. Perform an authoritative restore of dc1.resource.Johnson.com

(Domain controller for the failed domain)

c. Perform an authoritative restore of dc1.Archer.com

d. Restore the WINS and DHCP databases from your backups



Answer: B



4. You intend to migrate profile1.resource.Johnson.com to Archer.com. What should you do?

(Terminal server)



a. Restart profile1.resource.Johnson.com

(Included in the migration wizard)

b. Add Archer.com/DomainAdmin to profile1.resource.Johnson.com/administrators

(Administrator authority required on source domain and target domain, already have)

c. Run the Computer Migration wizard on dc1.Archer.com

d. Manually close any active remote control sessions on profile1.resource.Johnson.com

(Avoids creWESTtial conflicts, applies to domain controllers)



ANSWER: C 



(Mirgration wizard must run on the target domain)



5. You are about to migrate PRO-EXCH to Archer.com. For disaster recovery purposes, you must be able to revert to the original environment.

What should you do to the network environment in order to prepare for the possibility of a failed migration?



a. Create a backup of the DHCP databases

b. Create a backup of all domain controllers in Archer.com

(Target)

c. Create a backup of the WINS databases

d. Create a backup of all domain controllers in resource.Johnson.com

(Pro EXCH is from this domain)



Answer: D



6. You need to migrate user accounts that belong to Johnson.com/TerminalAdmins to Archer.com.

Access to profile1.res.Johnson.com must remain unchanged.

What should you do? (Choose One)



a. Copy the Terminal Server profiles for members of Johnson.com/TerminalAdmin

to a registry key named after the SIDs

(Silly)

b. Clone profile1.res.Johnson.com to Archer.com by using the Computer Migration wizard

(It is the resource)

c. Add Johnson.com/TerminalAdmins to Archer.com/DomainAdmins

Silly, not a migration

d. Copy the roaming profiles for members of Johnson.com/TerminalAdmins 

to a registry key named after the new SIDs

Silly

e. Clone Johnson.com/TerminalAdmins and its members to Archer.com using the Group Migration wizard

Copy accounts and groups

f. Add Archer.com/TerminalAdmins to Archer.com/DomainAdmins

(Not a migration)



ANSWER: E



7. You need to migrate members of Johnson.com/staff in the shortest possible amount of time.

These users must have the same access to resources in San Diego that the members of Archer.com/Employees have.

These members also must not lose access to resources in Johnson.com. 

Which two actions should you take to ensure the appropriate access is established?



a. Run UserGroup.vbs with the /D switch

(Not valid)

b. Use the Group Mapping and Merging wizard to merge Johnson.com/staff with Archer.com/Employees

(Should read Group Mapping and Migration)

c. Run UserGroup.vbs with the /A switch

(Not valid)

d. Use the Group Migration wizard to clone Johnson.com/staff to Archer.com

(create group on target)

e. Add Johnson.com/Staff to every DACL that includes Archer.com/Employees

(Sid history)

f. Add Archer.com/Employees to every DACL that includes Johnson.com/staff

(Sid history)

g. Use the user migration wizard to clone all necessary accounts from Johnson.com to Archer.com

(Move accounts to new group)



ANSWER: D, G





8. Before the actual migration, you must perform a pilot migration.

You create a group named Johnson.com/Pilot to use as your pilot group.



IWESTtify the tasks you should perform to achieve your goal. 

Move the task from the TASK pane to the ORDER of TASK pane, and arrange them in the appropriate order.

(Use only tasks that apply)



a. Clone pilot user accounts from Johnson.com to Archer.com

b. Copy the pilot user profiles to registry keys named after the new SIDs

c. Monitor resource access by the pilot group and troubleshoot problems as they arise

d. Take a sampling of users from Johnson.com and add the to Johnson.com/Pilot

(Downtime must be acceptable)



ANSWER: D, A, C

(Select users, clone, monitor)



Nine is missing from Darth’s Dump…



10. You migrate all user accounts to Archer.com. You now want to migrate the computer accounts.

Arrange the computers you move in the order they should be moved to achieve your goals.

Place the computer you should move first at the top of the list, then continue listing computers in

the order in which you should move them.



(Simple to most complicated)



a. Win NT workstation

(User machines)

b. Profile1.resource.Johnson.com

(User data and applications)

c. PRO-EXCHANGE

(Email)

d. PRO-PUBL

(Proprietry software)

e. DC2.Johnson.com

(Certificates) must go before DC1

f. DC1.Johnson.com

(Std DC)

g. DC1.resource.Johnson.com

(member server)



ANSWER: A, B, C, D, G, E, F 



Eleven is missing from Darth’s Dump…



NEW. You intend to use ADMT to migrate members of Johnson.com/staff to Archer.com.

Therefore, you must configure your new network environment to enable use of ADMT.

What should you do? (Choose all that apply) /(Choose one)



a. Create the JOHNSON$$$ local group

(In source domain)

b. Configure the User Migration wizard to disable the current accounts after 15 days

(An option, not a necessity)

c. Change Archer.com to native mode

(Sid history)

d. Enable Audit Account Management in Archer.com

(source and target)

e. Enable Audit Account Management in Johnson.com

(source and target)

f. Create the TcpipClientSupport registry key on dc1.Johnson.com

(Enable local security authority)



ANSWER: A, C, D, E, F 

(It would be very unusual for MS to give you 6 options yet you must choose only 1)

If it is the case C is always the first.





Case Study 2

Lansing Consulting



1. As part of your disaster recovery preparation, you create a BDC named WEST-TEMP.

You synchronize it with the PDC and take WEST-TEMP offline. After you perform a domain upgrade on LANSINGWEST, user report that they cannot authenticate.

You want return the environment to it original state.

Move the task in the appropriate order. (Use all tasks)



a. Connect WEST-TEMP to the network

(Obvious)

b. Demote WESTFP TO a BDC

(Whilst offline)

c. Promote WESTFP TO a PDC

(To its original status)

d. Promote WEST-TEMP TO a PDC

(To ensure master SAM)

e. Restore WESTFP from your last backup before the domain upgraded

(Last working configuration)

f. Restore WESTWINS from your last backup before the domain upgraded

(Require a BDC)

g. Shut down all domain controllers that have been upgraded

(to prevent restore conflicts)

h. Synchronize WESTFP with WEST-TEMP

(Updates and overwrites with old config)



ANSWER: G; A; D; E; B; H; C; F



2. You want develop a test strategy for the upgrade of LANSINGWEST.

You want to ensure that your upgrade will not disrupt access to local resources by members of the Finances and Engineering departments. What should you create in your test Lab to achieve this goal. (Choose all that apply)



a. A client WIN98 that has the third-party contact-management software installed

(A third-party contact management application resides on all client computers in both offices. This is used for email and managing contacts. It is not a resource, it is an application, but the contacts are a resource and I suspect will be stored on the Exchange server, which is not an option.

You still need to test client access with a client machine)

b. A restored replica of WESTWINS (DHCP, BDC, WINS)

WINS will allow Netbious resolution and IP address assignment

c. A restored replica of EASTVPN (RRAS and Proxy 2)

(Only the marketing department are remote users)

d. A restored replica of WESTVPN (RRAS and Proxy 2)

(As per C)

e. A restored replica of WESTDNS (Solaris 4)

(DNS is required)

f. A restored replica of WESTFP (PDC)

(A PDC is required)

g. A restored replica of EASTFP (PDC)

Access to the SAM database to test trusts from the other Finance and Engineering department in the other domain would be testing remote resources.

h. A client WIN NT4 that has the third-party contact-management software installed

(As per A, both client operating systems must be tested)



ANSWER: A B,E,F,H





3. You want to upgrade the computers in each domain. Which upgrade path should you choose? (Choose one)



A) Upgrade WESTEXCH to Windows NT 4.0 Service Pack 4, and then upgrade to Windows 2000 Server

(Exchange server will run on W2K with service pack3)

B) Upgrade all Windows NT Workstation 4.0 computers to Windows NT 4.0 Service Pack 4, and then upgrade to Windows 2000 Professional

(An upgrade to professional does not require service pack 4 loaded on NT workstation)

C) Upgrade EASTDNS to Windows 2000 Server

(The existing DNS servers must remain in use. EASTDNS is a Sun Solaris 4.0 computer that uses BIND version 8.1.1. Support for dynamic updates is recommended but not essential. Support for the SRV resource record is mandatory because it is required to provide basic DNS support to Active Directory

D) Upgrade WESTFP to Windows 2000 Server

(WESTFP is the PDC, which are normally upgraded first in order to establish a root and allow logon)



Answer: D 



4. You want to perform a domain upgrade of LANSINGEAST and change LANSINGEAST to native mode.

This process must involve the fewest possible number of steps.

Identify the tasks you should perform to achieve your goal.

Move the task in the appropriate order. (Use only task that apply)



First identify the wrong answers



A. Synchronize the BDC with the PDC and remove the BDC from network

(Standard requirement for recovery)

B. Create a file replication bridge (X)

System Policies and logon scripts are currently replicated only from DCNFP to DCNWINS. W2K uses FRS and is not supported by NT4.You need to create a replication bridge between LMRepl and FRS so that both services can operate autonomously only in the domain required.

C. Install SP4 on the PDC and all BDC (x)

There is no documentation that supports the need for SP4 for an upgrade. If you intend to create a dual-boot system with Windows NT 4.0 and Windows 2000 as the only installed operating systems, you must ensure that you have installed Service Pack 4 for Windows NT 4.0. Windows 2000 will automatically upgrade any NTFS partitions it finds on your system to NTFS 5. However, Windows NT 4.0 requires Service Pack 4 to be able to read and write files on an NTFS 5 volume. 

A migration however requires SP4 if you are using ADMT. This is an upgrade not a migration.

D. Upgrade EASTEXCH to W2K (Exchange 5.5) (X)

(May run on NT4 member server in native mode, will need SP4)

E. Upgrade EASTFP to W2K (PDC)

(Required to establish root)

F. Upgrade EASTVPN to W2K (RRAS and Proxy 2)

By default, the LocalSystem security account on the RAS or RRAS server running Windows NT 4.0 does not have any permissions to read properties of objects in Windows 2000 Active Directory. To enable a Windows 2000 domain controller to allow a RAS or RRAS server running Windows NT 4.0 Service Pack 4 or later or a remote access server running Windows 2000 in a trusted Windows NT 4.0 domain to access user account properties of a remote Windows 2000 domain controller. The recommended workaround is to upgrade the RAS or RRAS server running Windows NT 4.0 Service Pack 3 or earlier to Windows 2000 and make it a member of a Windows 2000 mixed-mode or native-mode domain.

G. Upgrade EASTWINS to W2K (DHCP, BDC, WINS)

(BDC must be upgraded after PDC and required for full native mode)

H. Change LANSINGEAST to native mode

(Must be last option)



ANSWER: A; E; F; G; H



5. As part of your disaster recovery preparations, you create a backup of every domain controller in the environment. After you complete a domain upgrade on LANSINGEAST, users report that they cannot access network resources in LANSING-EAST.com. Management wants you to provide users the ability to log on to the network as quickly as possible. What should you do?



A) Take all domain controllers in LANSING-EAST.com offline and restore EASTFP from backup

(EASTFP was the former PDC only, the problem may not lie in the Domain controllers, fastest restore but not sufficient network environment)

B) Take all domain controllers in LANSING-EAST.com offline and restart EASTDNS

(Restarting the DNS will not ensure successful updates of the DNS (non Dynamic Bind version)

C) Take all domain controllers in LANSING-EAST.com offline and restore EASTWINS from backup

Restoring previous DHCP and WINS will help failed network access if the users were not able to log on to the network, ie wrong or no IP addresses. This server houses the previous Wins and Dhcp and BDC environment. It will promote itself to a PDC and allow logon. WINs will automatically update from the clients and DHCP will issue new IP addresses.

D) Take all domain controllers in LANSING-EAST.com offline and create a new Windows NT 4.0 PDC for the domain LANSINGEAST

(Take too long to re create environment)



Answer: C



Although C would be the best option it would take longer to restore but is the only server with all the previous network settings. I am assuming the problem lies within the domain controller and Wins and DHCP





(WESTFP is a PDC. The first Windows NT server you must upgrade is the Windows NT primary domain controller (PDC). Upgrading the Windows NT PDC is required for successful upgrade of a Windows NT domain to a Windows 2000 domain. During the Windows 2000 Server upgrade, the Active Directory Installation wizard requires that you choose to join an existing domain tree or forest, or start a new domain tree or forest.)





7. Before you perform a domain upgrade, you want to ensure that the original environment can be restored, even if LANSINGEAST incurs irreversible damage. Your backup process must involve the fewest possible numbers of steps.

Identify the tasks you should perform to achieve your goal.

Move the task in the appropriate order. (Use only task that apply)





a. Backup all client computers 

(Not required)

b. Synchronize the entire domain

(Ensures up to date SAM databases)

c. Build a new BDC named EASTTEMP

(You should have more than one DC on line at any given time for fault tolerance. This means the existing BDC must also be upgraded in the process. The Temp can be used for recovery only)

d. Remove EASTFP from the network 

(You want to upgrade it not remove it, the Temp BDC gets removed)

e. Remove EASTWINS from the network

(The server requires upgrading and needs to remain on the network to join the domain ) 

f. Remove EASTTEMP from the network

(As per C)



ANSWER B,C,F 



8. You begin the upgrade of the domain environment by running Winnt32.exe on WESTFP. What should you do next?



A) Run DCPromo.exe to create the first tree in a new forest.

(Tested : Upgrade installs to member status only. Dcpromo is still required.)

B) Update DACLs on resources in LANSING-WEST.com and LANSINGEAST

(SIDhistory will store the original SID and related access permissions during the upgrade process)

C) Re-create the trust relationships between LANSING-WEST.com and LANSINGEAST

(Will not be able to establish trusts in member server status)

D) Run Winnt32.exe on WESTWINS

(Will not be able to join domain without a root DC already created on WESTFP)



Answer: A



NEW. You perform a domain upgrade on LANSINGEAST. You also upgrade the client computers in the finance department to W2K Pro. You want to ensure that the finance department does not lose the functionally of the existing systems policies. What should you do? (Choose One)



A. Create a file replication bridge

(The bridge would be required in the marketing department domain)

B. Re-create system policies as group policies and apply them to the default first site in WESTver.

(All users in the site would be affected by the policy)

C. Create group policies and apply them to the Finance OU

GPO¡¦s are the best options for OU¡¦s, and Finance will have an OU.

D. Create system policies and apply them to the Finance OU

It is recommended to create new polices than migrate the old ones with the migpol.exe



ANSWER: C





NEW. You want to upgrade EASTWINS and WESTWINS (they are DHCP, WINS and BDC on 2 domains).

Your upgrade must not disrupt user connectivity.

What should you do? (Choose One)



a. Configure the DHCP services for NETBIOS b-node address resolution

B-node uses broadcast NetBIOS name queries for name registration and resolution. B-node has two major problems: (1) Broadcasts disturb every node on the network, and (2) Routers typically do not forward broadcasts, so only NetBIOS names on the local network can be resolved

b. Configure both EASTWINS and WESTWINS to act to PDC emulators

When upgrading Windows NT domains only one Windows 2000 domain controller can create security principals (users, groups, and computer accounts). This single domain controller is configured as a PDC emulator operations master. The PDC operations master emulates a Windows NT PDC.

c. Upgrade the WINS services on EASTWINS and WESTWINS

It is recommended to avoid using WINS where possible and removal of any legacy services. It is required only for clustering. No applications require WINS in this case. Netbios to IP resolution will be replaced by DDNS.

d. Authorize the DHCP on EASTWINS and WESTWINS

The clients will be required to obtain new IP address and DNS settings. The DHCP servers need to be authorized to allocate these details to the clients. You can also use DHCP to disable any WINS issued IP resolution to prevent any conflicts.



ANSWER: D



NEW. You want to evaluate the impact an upgrade will have on LANSINGWEST¡¦s security principals.

To do this, you decide to create a replica of the SAM database for only LANSINGWEST in your test lab.

What should you do to create this replica in the shortest possible amount of time. (Choose One)



A. Restore WESTDNS onto an isolated lab segment

(This is a DNS server and plays no role in security principles.)

B. Create a new NT4 BDC for LANSINGWEST. Relocate this computer to an isolated lab segment

(The new BDC will not have the previous SAM configuration)

C. Create a new NT4 PDC for LANSINGWEST. Relocate this computer to an isolated lab segment

(As Per B)

D. Create a backup of WESTWINS and restore the backup onto an isolated lab segment

WESTWINS is a former BDC and will have the previous SAM database. You want to test the users new security against the new configuration and the presence of the old.)



ANSWER: D



Case Study 3

Trabelum Inc.



1. After you complete the upgrade of, You want to create a backup of active directory.

You also want to archive only the minimum amount of data necessary for the active directory restoration during the creation of the backup. What should you do?



A. Backup the system state

For Windows 2000 Server operating systems, the System State data comprises the registry, COM+ Class Registration database, system boot files, and the Certificate Services database (if the server is a certificate server). If the server is a domain controller, Active Directory and the SYSVOL directory are also contained in the System State data.

B. Backup NTDS folder structure

(Not the minimum)

C. Install the recovery Console

(Not sufficient, still need backup data. If your computer will not start, you can run the Recovery Console from the Windows 2000 Professional/Server CD (if you have a bootable CD-ROM drive) or the Setup disks.)

D. Create an emergency repair disk

The Emergency Repair Disk (ERD) feature helps you repair problems with system files, your startup environment (if you have a dual-boot or multiple-boot system), and the partition boot sector on your boot volume

E. Backup the entire system partition

(not the minimum)



ANSWER: A



2. The Migration of all domains is complete. DHCP01 is upgraded to Win2k.

You must ensure that TCP/IP configuration information is assigned to client computers.

What should you do?



A. Restart the DHCP server Service

(The service will not start until it is authorized)

B. Create a superscope that include all of the site locations

(Required if a new distribution of addresses is needed)

Use superscopes for multiple DHCP servers on each subnet in a LAN environment

C. Activate the scope

(Also a required step)

D. Create a multicast scope

(Required if a new distribution of addresses is needed)

E. Authorize the DHCP server

(Authorization is the first necessity)



ANSWER: E

If it is a choose all that apply question, C is the next choice.



3. You want to perform a domain upgrade. 

You want to ensure that the existing Win NT domain will not suffer any irreversible damage if the upgrade fails.

(Choose Two)



A. Synchronize all BDCs with PDCEast

(Ensure up to date SAM)

B. Backup all Win NT workstation

(UN-necessary)

C. Remove BDCwest from the network (300 users)

(BDCWest is exportserver and will allow FRS and Lmrepl to co-exist)

D. Remove BDCNorth from the network (67 users)

(Usually remove a BDC with the least amount of users)

E. Remove PDCEast from the netowork (600 users)

(Needs to be upgraded)



ANSWER: A, D 



4. Arrange the order for TRABELUM domain upgrade (Arrange in order)



A. Synchronize the domain

(Update SAM)

B. Take BDC North offline

(For recovery)

C. Upgrade PCDEast

(Always first)

D. Upgrade BDCLondon

(On user volume, largest first and mission critical apps first)

E. Upgrade BDCsouth

On user volume, largest first and mission critical apps first)

F. Upgrade BDCwest

On user volume, largest first and mission critical apps first)

G. Upgrade RAS01

(RAS will require upgrade due to logon differences. If it is first in the list, I assume mission critical access is required, if not, second last)

H. Upgrade DHCP01

(DHCP can still issue IP addresses during the upgrade and is low priority)

I. Change domain to native mode

(Always last)

J. Enable dynamic update on UNIX DNS

(Will be required for AD to complete, does not have to be first in list, possible failure)



ANSWER: A, B, J, C, G, F, D, E, H, I



5. Bandwidth usage must be kept to the minimum during the migration.

Choose all that apply and arrange them in the correct order.



A. Create all planned active directory sites

B. Define logical subnets based on physical topology

(Need sites into which you can place subnets first)

C. Disable the knowledge consistency checker for all site

(Required to maintain replication topology)

D. Disable the file replication service

(Required for replication, Sysvol etc)

E. Configure inter-site replication and restrict replication traffic to off peak hours

(Minimum bandwidth used)



ANSWER: A, B, E.





6. You are upgrading BDCSOUTH to a domain controller in Fabricam.com .

During the attempted installation of A.D, the domain controller promotion wizard reports that

the installation has failed. You want to return BDCSOUTH to its function as a BDC in the TRABELUM domain. What should you do?



A. Delete the BDCSOUTH computer account from A.D.

(DNS names and NT4 flat space names will have different guids although the structure of a W2K name is different a pre NT4 can use the Netbios name to join the domain. What if the client was not configured to use a DNS server, he could still join the domain with a Netbios name, provided pre 2000 support is enabled)

B. Use the NTDSUtil on BDCSOUTH

(Used for an authoritive restore on a W2K Domain Controller)

C. Run DCPromo.exe on BDCSOUTH

(Will activate promotion again)

D. Restore BDCSOUTH from tape backup

(Logical option)

E. Restore BDCSOUTH in directory services restore mode

(W2K Domain controller utility)



ANSWER: D



7. You want to ensure that remote users in London will be able to access the network 

with a high level of security after the domain upgrade. What should you do?



A. Add the everyone group to the built-in group named Pre Windows 2000 compatible access

on PDCEAST

(Security would be weakened allowing Null credential logon)

B. Set permission to PreW2K compatibility during the installation of A.D. on PDCEAST

(Would be a standard procedure for a migrate, allowing Null credential logon)

C. Update the domain membership of RAS01

(Does not offer the ability to add advanced security using remote access policies)

D. Upgrade RAS01 first

Windows 2000 logon and domain security, support for security hosts, data encryption, Remote Authentication Dial-In User Service (RADIUS), smart cards, IP packet filtering, and caller ID provide secure network access for VPN clients. You still need to enable access, disabled by default.



ANSWER: D



Darth’s Dump had one extra!



NEW. You want to perform a domain upgrade. Identify the correct order.

(Remember, upgrading move as many people over asap, migrating: fewer at a time in case of failure)



A. Upgrade PDC

(Always first)

B. Create the file replication bridge between PDCeast and BDCSouth

(For policy replication, can only occur after A)

C. Upgrade BDC south (200 user) 

(User volume)

D. Upgrade BDC west (300 user)

(User volume)

E. Upgrade RAS01

(Mission critical for remote users)

F. Change to native mode

(Always last)



ANSWER: A, B, E, D, C, F

(BDC synchronization is required for recovery. Not an option here)



Case Study 4

Pearson Aerospace



PEARSON (Parnell)



(Appears to me that it is a Domain consolidation scenario where they have upgrade to 2000 first and then wish to reduce the number of Domains?)



1. You want to migrate all computer accounts from stockholm.pearson.com to pearson.com. Identify the tasks you should perform to achieve your goal. Move the tasks from the Tasks pane to the Order of Tasks pane and arrange them in the appropriate order. (Use only tasks that apply)



A - Launch the Computer Migration wizard from the MMC.

(First step)

B - Remove the computer accounts from stockholm.pearson.com.

(ADMT will remove the entries in the source domain. if so selected, will allow the SID history feature, unlike clone principle that does not, it creates a copy. If you require a fall back option, do not remove the previous accounts)

C - Select the computer accounts to be moved.

(Second step)

D - Set Cscript.exe as the default scripting host.

(Used to clone groups from the source domain using Clone Principle)

E - Resolve any duplications of computer account names between stockholm.pearson.com 

and pearson.com.

(Avoids conflicts of migrated accounts)

F - Migrate stockholm,pearson.com/Help Desk and its members.

(We are migrating computer accounts)



ANSWER: A, C, E



2. You are migrating members of ny.pearson.com/Employees from NY.pearson.com to pearson.com.

However, your user account does not have the necessary permissions to complete this task.

Which employees have the necessary permissions?



A. Network administrators in New York City

(Pearson .com is the root. Need enterprise admins rights.)

B. Network administrators in Stockholm

(Fom the FQDN I can deduce that all the domain are W2k which means you are not required to have local admin rights on a NT4 PDC is Stockholm if it so existed, which would otherwise be required)

Stockholm is probably a child domain.

C. Exchange administrators in New York City

D. Exchange administrators in Stockholm

E. Help Desk staff in Stockholm

(Silly unless members of Ent Admins)

F. Help Desk staff in New York City

(Silly etc)



ANSWER: A 

(Not enough info- no scenario)



3. When you try to migrate members of ny.pearson com/Employees, the migration process fails.

Your disaster recovery plan required you to bring domain controllers offline before the migration.

You must now restore the original environment.



Order of Tasks | Tasks



A - Shut down dc1.ny.pearson.com.

(Avoid Sam conflicts)

B - Make NYTERM a member of nyres.ny.pearson.com.

(Don¡¦t know what NYTERM is) 

C - Restart dc2.ny.pearson.com.

(IF dc2 is the former Domain Controller)

D - Force replication on all domain controllers in pearson.com

(Updates Sam)

E - Restore the WINS/DHCP databases in NYWINS and FRAWINS.

(Would opt for E if the dc1 was the new DHCP server)



ANSWER: A, C, D





4. Before you perform the migration, you need to prepare the existing domain tree so that you can quickly recover the original environment lf the migration fails. What should you do?



A. Force replication on dc1 in each domain and take it offline.

(Normally DC1 is the upgraded server)

B. Synchronize the BDC in frres.stockholm.pearson.com and take it offline.

C. Synchronize the BDC in nyres.ny. pearson.com and take it offline.

D. Force replication on dc2 in each domain and take it offline.

(Will need entire tree restored)



ANSWER: D 

B and C individually do not provide recovery for the entire tree.



5. You finish migrating objects to pearson.com. You now need to perform post-migration tasks to ensure that the environment maintains its original functionality.

Identify the tasks you should perform to achieve your goal.

Move the tasks from the Tasks pane to the Order of Tasks pane and arrange them in the appropriate order.

(Use only tasks that apply.)



Order of Tasks | Tasks

A - Re-map the Microsoft Exchange 5.5 mailboxes on NYECHCHANGE to user accounts in the 

Accounts organizational unit (OU) and the NY OU.

(Don¡¦t find this relevant, User accounts will most likely all use x@prosware.com and an upgrade using ADC will modify the schema on your behalf) The issue is the Exchange service account.

B - Remove Active Directory from domain controllers in frres.stockholm.pearson.com.

C - Remove Active Directory from domain controllers in pearson.com.

D - Remove Active Directory from domain controllers in stockholm.pearson.com.

E - Remove Active Directory from domain controllers in nyres.ny.pearson com.

F - Remove Active Directory from domain controllers in ny.pearson com.

G - Manually re-create any orphans that are located in the LostAndFound container

(Lost and found deals with replication issues and conflicting or missing USN¡¦s)

H - Re-map the Microsoft Exchange 5.5 mailboxes on SEXCHANGE to user accounts in the 

Accounts organizational unit (OU) and the Stockholm OU.

I - Provide members of pearson.com/Employees with the ability to log on to Windows 2000 computers in New York City and Stockholm.

J- Move the logon scripts to the relevant domain contollers

(Needed to maintain logon script environment) ADMT does not offer this functionality





ANSWER: B, D, E, F, J



(Decomissioning, the child domains would require the child to go first. Seems like they are consolidating the domains into OUs in the pearson.com domain. The order in which the domains are decomisioned will be determined by the needs of the servers elsewhere and which ones can be sold.

Moreover I would tend to think NY would carry more users and thus be migrated last)



6. You migrate pearsonweb and NYTERM to pearson.com. 

What should you do to ensure that all services remain operational?



A. Reinstall Windows 2000 Message Queuing Services on pearsonweb.

For each site running Windows 2000, you must install a Message Queuing server on a domain controller running Windows 2000 before you can install Message Queuing on other computers in the same site. Before upgrading the operating system, back up and export the key certificate from Windows NT 4.0 if this computer will support MSMQ 1.0 clients. After Windows 2000 Server Setup is finished, review important upgrade concepts and requirements. You must upgrade your MSMQ 1.0 controller servers in a specific order.

B. Reinstall Windows 2000 Terminal Services on NYTERM.

C. Reinstall Microsoft Internet Information Services 4.0 on pearsonweb.

D. Reinstall Microsoft Site Server 3.0 on pearsonweb.

E. Reinstall Windows 2000 Certificate Services on NYTERM.



ANSWER: A



7. You want to configure pearson.com so that you can run ADMT.

For disaster recovery purposes, you must be able to revert to the original environment.

Identify the tasks you should perform to achieve your goal.

Move the tasks from the Tasks pane to the Order of Tasks.



A - Change pearson.com to native mode.

(The target domain must be in native mode to support SID history)

B - Change frres.frankturt.pearson.com to native mode.

(I assume it is the source domain. If it is W2K it can be in mixed or native)

C - Force replication on dc1.panellaerospace.com and take it offline.

(DC1 is probably required for other services)

D - Run DCPromo.exe on all servers in pearson.com.

(Will cause the demotion- as required for a migration, and is required as you cant migrate a DC)

E - Force replication on dc2.pearson.com and take it offline.

(For recovery, needs to replicate in mixed mode first. If it is W2K it can be in mixed or native)

F - Change nyres.ny.pearson.com to native mode.

(I assume it is the source domain. If it is W2K it can be in mixed or native)



ANSWER: E, A ,D



8. You want to migrate user accounts and Windows 2000 Professional computer accounts from stockholm,pearson.com to pearson.com. Users and administrators must experience the least possible amount of disruption during this process.

Which action or actions should you take? (Choose all that apply.)



A. Move user accounts after users log off for the day.

(Least disturbance should something go wrong)

B. Create a backup of all data in users' home folders in file1.stockholm.pearson.com

and file2.stockholm.pearson.com.

(User data will not be affected by the migration)

C. Edit the LMHOSTS file on each computer to reflect the new domain membership.

(Why bother, the users are logged off)

D. Instruct users to log on to stockholm.pearson.com after the migration is complete.

(Need to log on to the new domain)

E. Instruct users to shut down their computers before they leave for the day.

(Not appropriate)

F. Instruct users to log on to pearsonelIaerospace.com after the migration is complete.

(Migration goal)



ANSWER: A, F 



9. You want to migrate user accounts from ny.pearson.com to pearson.com.

What should you do to prepare the domain environment?



A. Disable WINS on NYWINS.

(WINS may still be required for Netbious resolution)

B. Change pearson.com to native mode.

(Target domain must be native, most important)

C. Create an explicit trust relationship where pearson.com is trusted by ny.pearson.com. 

(Tranisitive trusts should be in place)

D. Create an organizational unit (OU) named Accounts.

(If the users are accountants and your OU stucture requires it)



ANSWER: B 





10. You complete the migration of all members of ny.pearson.com/Employees to pearson.com.

You want to ensure that users will maintain access to resources when they log on to their computers. What should you do?



A. Remove SID History from accounts in pearson.com.

(Would result in the lack of access)

B. Update DACLs in ny.pearson.com.

(I am assuming that they are referring to the access permissions on resources still located in the source domain that need a mapping to the users new SID, provided by SID history, and removal of the old SID to allow the domain to be decommissioned)

C. Update DACLs in nyres.ny.pearson.com.

(Wrong source domain)

D. Remove SID History from accounts in ny.pearson.com.

(Would result in the lack of access)



ANSWER: B



Number 11 is missing from Darth’s Dump…



Case Study 5

Woodgrove Bank





1. You need to prepare the NT domain controllers for the migration of employee accounts and customer accounts to woodgrovebank.com.

Which two actions should you perform (Choose2)



a. Upgrade MRD1PDC to Servicepack 4

b. Upgrade ACCT2PDC to Servicepack 4

c. Upgrade MRD1BDC to Servicepack 4

d. Upgrade MRD2PDC to Servicepack 4

e. Upgrade ACCT2BDC to Servicepack 4

f. Upgrade ACCT1PDC to Servicepack 4

g. Upgrade MRD2BDC to Servicepack 4



Answer: B, F



(One would assume the BDC¡¦s will be taken off line and the PDC will be migrated)



2. Before you migrate user accounts in the production environment, you must ensure that users do not lose access to resources during the migration. For testing purposes, you decide to assemble and migrate a respresentative sample of existing user accounts as a pilot group.

From which Domain should you draw your representative sample?



a. WOODACCT2

b. Woodgrovebank.com

(Silly)

c. WOODMRD2

d. WOODACCT1

e. WOODMRD1



Answer: D



(Always use the most insignificant and non mission critical)



3. As your first step in the post migration process you re-deploy ACCT1PDC ad dc2.woodgrovebank.com.

How will this redeployment affect users?



a. users will no longer be able to use Windows Explorer to locate Woodprint1

(If Netbiuos support is lost)

b. users will no longer be able to access email

(If it was an Exchange server)

c. users will not be able to obtain new IP addresses when their leases expire.

(If IT Was a DHCP server)

d. NSLookup will return an error message



Answer: A

(Need exhibit)



Order only tasks that apply



4. You need to use the newly purchased computer to create woodgrovebank.com. You also need to prepare the new domain according to design specifications.



a .Install W2 on the new Computer and name it DC1

Need an OS

b. Run Dcpromo.exe, and create woodgrovebank.com

(Need a root)

c. Create the OU structure

(Need a drop Zone that reflects the company structure)

d. Install Wins on DC1.woodgrovebank.com

Only for backward compatiblity

e. Change to native mode

Always good

f. Install DNS on DC1.woodgrovebank.com

(Should be there already if DNS did not exist during the install, otherwise one one existed W2K would use it)

g. Install Support Tools.....

(Would help for migration purposes)

h. Schedule lbridge.cmd....

i. Set Cscript.exe as the default....

j. Upgrade WOODRAS to a W2k member server and configure Routing and Remote Access

k. Install DHCP.....





Answer: A, B, C, D, E, G

(Need exhibit)





5.You need to migrate WOODACCT1/HelpDesk and its members to woodgrovebank.com. Identify the tasks you should perform to achieve your goal. Move the tasks from the Tasks pane to the Order of Tasks pane and arrange them in appropriate order. (Use only tasks that apply).



a. Use Cloneggu.vbx to migrate WOODACCT1/HelpDesk and its members

b. Enable each user account in woodgrovebank.com

c. Reset the password for each account

(Security requirement)

d. Inform the member of WOODACCT1/HelpDesk individually of their new passwords

(Will need to know)

e. Re-create the homefolder drive mappings for each user account

(Not required for a migration innitially)

f. Use ClonePr.vbs and a batch file....

g. Use ClonePr.vbs to migrate WOODACCT1/HelpDesk

h. Use Clonegg.vbs.....(Global Groups only)



Answer: C, A, D

(A should read VBS and is used for global groups and user accounts together)



Drag&Connect



6. You have already created woodgrovebank.com. Now you must create the minimum number of trust relationships needed to prepare for the migration of user accounts and computer accounts to woodgrovebank.com. Construct a diagram that illustrates the trust relationships that you will create. 



WOODACCT2dc.wood.com„³ trans„³ WOODACCT1dc.wood.com„³ trust „² woodgrovebank.com



(You only have 3 entries to use. One for the domains in a tree structure and 2 to set up 2 way trusts between root servers)
